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Abstract

The shift toward decentralized machine learning has positioned Federated learning (FL) as an appealing solution
for privacy-preserving collaborative model training, but its practical implementation is still limited by a fundamental
bottleneck: the communication overhead. This expense is more than just a hassle in settings with constrained
bandwidth and erratic network conditions; it is a constraint that determines whether FI. can work at all. Reducing
this cost while maintaining model performance has become a key research challenge in the FL. community. This
paper reviews compression techniques proposed to address communication overhead in FL, covering 25 studies
organized under two compression strategies: lossy compression, encompassing quantization, pruning,
sparsification, and knowledge distillation, and lossless compression. Each strategy is analyzed in terms of how it
reduces the amount of data transmitted between clients and the server, and what impact it has on model accuracy.
The review shows that each technique gives a different perspective of the problem and achieves different levels of
communication reduction depending on the model, dataset, and system constraints. This reflects the larger truth
that there is no single best solution and the best solution is dependent on the specific requirements of a particular
deployment environment. This review aims to provide researchers with a better understanding of the available
options, and helps guide more informed decisions in the construction of communication-efficient FL systems.

Keywords: Federated Learning, Communication Efficiency, Quantization, Pruning, Sparsification, Knowledge Distillation,
Lossless Compression.

1 | Introduction

1.1 | Background and Motivation

The rapid expansion of connected devices and the increasing sensitivity of data provided by users have
fundamentally changed how machine learning systems are built and deployed. In many real-world
applications, it is either impractical or restricted to collect raw data into a central server. In particular, in
domains such as healthcare, finance and telecommunication, privacy regulations are strict and data is
inherently distributed across many locations. FL. was proposed as a direct response to this challenge,
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suggesting that instead of moving data to the model, the model should be moved to the data [1]. In this
paradigm, participating clients train on their own data locally and only share model updates with a central
server, which aggregates the updates to an improved global model without observing the data.

While this design elegantly addresses the data privacy problem, it shifts a significant burden onto the
communication infrastructure. Every training round involves sending large model updates from potentially
thousands of clients to the server and back, and this cycle must repeat many times before the global model
converges. In large neural networks, where the number of trainable parameters can reach into the hundreds
of millions, the sheer volume of data exchanged per round is enormous. When this is multiplied across many
clients and many rounds, the total communication cost becomes one of the most serious practical obstacles
to deploying FL at scale.

What makes this challenge particularly difficult is that it does not have a single clean solution. The
communication burden in FL stems from several interacting factors: the size of the model itself, the number
of rounds needed for convergence, the heterogeneity of client devices and network conditions, and the
additional overhead introduced by privacy mechanisms such as encryption and secure aggregation. Therefore
any effective solution must balance between reducing communication cost and maintaining model quality,
training stability and data privacy carefully. This tension has led to an explosion of investigations on
compression techniques that seek to reduce what is transmitted, how often, and in what form, of
communication, making communication efficiency one of the most prominent and significant research
directions in the FL literature today.

1.2 | Survey Scope and Research Questions

Recently, the amount of research on Communication-Efficient FL has grown significantly. Many compression
strategies with different assumptions, mechanisms, and target environments. Understanding this landscape
requires more than simply listing individual approaches — it actually requires a structured lens through which
to examine their similarities, differences and trade-offs together. This survey attempts to provide such a lens
by organizing the literature around two fundamental questions: what makes communication in FL. expensive
in the first place, and what compression approaches have been proposed and what they trade off in terms of

model accuracy in exchange for reduced communication cost.

In terms of scope, this survey focuses on compression techniques applied specifically within the FL setting,
examining how each method reduces communication overhead and what it trades off in terms of model
accuracy. The remainder of the paper is organized to reflect this, beginning with FL fundamentals in Section
2, followed by an analysis of communication overhead in Section 3, and a survey of compression techniques
covering quantization, pruning, sparsification, knowledge distillation, and lossless compression in Section 4,
with a comparative analysis closing the survey.

2 |Federated Learning Fundamentals

To understand the communication challenges in FL. we first need to see how the system is structured and
how it operates. In this section we discuss three core elements of FL: i) architectural variants, ii) privacy
mechanisms, and iii) communication protocols that govern the data exchange between clients and the central
server.

2.1 | FL Architectures

FL architectures can be classified according to different perspectives, such as the network structure [2] or the
data distribution across the participating clients [3]. Such categorizations aid in understanding the design and
implementation of FL systems in various real-world contexts.

e According to network structure, FL architecture can be either classical FL. or hierarchical FL. In
classical FL. [1], a single central server orchestrates the training process by aggregating the model
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updates from clients. This architecture is easy to implement, and its design is straightforward, which
makes it widely used. However, it could suffer from communication bottlenecks and scalability
problems when the number of clients rises significantly. In hierarchical FL [4], an intermediate layer
of edge servers is utilized for local model aggregation, after which these edge servers transmit the
aggregated models to a central server. The hierarchical structure improves scalability and reduces
communication overhead between the clients and the central server, thereby enabling a more efficient
use of network resources, especially in large scale environments.

FL architecture can be categorized into various types depending on the data distribution across
clients. In Vertical FL [5], the datasets of different clients have the same sample space but different
characteristics. The datasets are complementary and clients collaborate to train a model while jointly
preserving those characteristics. Architecture is helpful in contexts where several organizations hold
different attributes about the same set of users. In Horizontal FL [6], data are divided horizontally
between clients, where each client holds the same feature space but different samples. This is the
most common architecture, in which each client trains the model locally using its own data, and the
resulting updates are aggregated to improve the global model. Hybrid FL [7] combines horizontal and
vertical FLL for more flexible and adaptive collaboration among clients and is particularly useful in
complex real-world situations arising from data heterogeneity in both samples and features. In
Federated Transfer Learning [8], a pre-trained model is shared among clients, and each refines it with
local data, making this approach especially helpful when data distributions differ substantially or when
clients have limited data. In Decentralized FL [9], clients communicate directly with one another to
train the model without the need for a central server; this improves reliability but introduces
communication-related challenges. In Cross-Silo FL [10], data is dispersed among different
organizations, promoting cooperation while maintaining data separation; well-resourced participants
in this setting tend to guarantee reliable communication and effective training. Finally, Edge FL [11]
focuses on training models directly on edge devices without sharing local data, which enhances
ptivacy and reduces latency but may encounter challenges related to communication and computation
limitations. Figure 1 illustrates a visual summary of these architectural categories.

-

FL architectures

Network structure [ Data distribution
Classical FL Hierarchical FL Horizontal | | Vertical Hybrid Federated
FL FL FL Transfer L.
Decentralized Cross-Silo Edge FL
FL FL

Figure 1. Federated Learning architecture categories.

2.2 | Privacy Aspects

The issue of privacy protection in ML has consistently been a prominent research topic prior to the debut of

FL. As researchers have increasingly focused on privacy, FL has emerged as a promising new context in ML,

and its research trajectory is strongly tied to earlier privacy protection strategies. FL. improves privacy by

training models directly on the edge devices without sharing local sensitive data [12]. This reduces the risks

of data breaches, unauthorized access and regulatory non-compliance in the industry, especially in sensitive
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sectors such as finance, healthcare, mobile applications, e-commertce, telecommunications, autonomous
vehicles, cybersecurity and smart cities.

FL is very useful in different sectors because of its decentralized and privacy- preserving nature. This allows
hospitals to collaborate on ML models without sharing sensitive patient data [13, 14]. The finance sector
applies FL to detect fraud and assess risk while preserving consumers data privacy [15, 16]. FL allows for
personalized recommendations in retail and e-commerce without revealing individual user information [17].
In autonomous vehicle systems, FL is applied to improve the driving model across multiple vehicles without
shating the precise location information [18, 19]. Similatly, in Cybersecurity, FL improves threat detection
capabilities while keeping the sensitive data confidential [20, 21, 18]. FL is also used in telecommunications
and smart cities to optimize networks and public services while maintaining user privacy [22, 23].

However, with the protection of FL security mechanisms, the FL system is still vulnerable to various attacks
that would compromise the privacy of the participant data and reliability of the whole system [24]. FL adopts
the conventional encryption techniques to secure the communication of parameters [25]. Other popular
methods include differential privacy, homomorphic encryption, multiparty computing, secure aggregation,

and classical symmetric and asymmetric encryption [26-28].

2.3 | Communication Protocols

Communication protocols are important in FL. to make the interaction between edge devices and central
server efficient and secure. FL trains ML models across multiple decentralized clients without sharing raw
data, which incurs significant communication overhead due to the frequent exchange of model updates,
especially in  environments with limited bandwidth and unstable network connections.
Many FL frameworks are built on Transmission Control Protocol (TCP) [29], which guarantees the full
transmission and integrity of model updates. However, TCP, although providing strict guarantees on data
integrity, also increases the communication overhead, especially under poor network conditions with packet
loss leading to frequent retransmissions. To overcome these problems, researchers have studied different
protocols as, for instance, Message Queue Telemetry Transport [30] and the Advanced Message Queuing
Protocol [31], which offer lower latency and better adaptation in dynamic or constrained network
environments. Ultimately, communication protocols in FL. must balance bandwidth efficiency, latency

reduction, privacy preservation, and reliability.
3 | Communication overhead in FL

One of the major challenges in FL is the high communication overhead [32]. There are various sources

contributing to this overhead. The three most common direct sources are examined first.

Large model size is a primary source of overhead. Throughout each communication round, the central server
sends its global model to all participating clients, and clients in turn send their model updates back to the
server. In deep neural networks, which may include millions of parameters, this procedure results in the
exchange of millions of bytes per client per round. When multiplied across a large number of participating
clients, the total communication volume becomes substantial [33].

Frequent communication rounds also contribute significantly. FL. depends on iterative training, in which the
global model improves gradually with each round. During each round, participating clients perform a number
of local training epochs, transmit their updates to the central server, and receive an updated global model.
This iterative back-and-forth process, even with small updates, can incur considerable latency and bandwidth

consumption over dozens or hundreds of rounds [34].

Privacy-preserving protocols constitute a third direct source. Techniques such as secure aggregation,
homomorphic encryption, or differential privacy add extra metadata on top of the raw model updates. These
protections inflate message sizes and can require additional retransmissions to ensure the correctness and
security of the transmission [20].
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Beyond these main sources mentioned above, there are additional factors that contributes to the increase of
communication overhead, these include stragglers (i.e., delayed or slower clients), fault-tolerance mechanisms
such as retries and redundant client participation, and security mechanisms that add extra computations and
data exchanges [1, 35, 27].

The build-up of communication overhead directly affects the system performance in several interconnected
ways. Such high communication overhead has a direct impact on system latency and training efficiency. The
frequent transmission of the model updates may significantly slow down the training process, and the
existence of the stragglers also delays the aggregation process as the server needs to wait for all the selected
clients before moving to the next round [1, 35]. Communication overhead also setiously burdens system
resources and network bandwidth. The frequent communication of model parameters among a large number
of clients consumes a significant fraction of available bandwidth, which may lead to network congestion and
reduce the system efficiency. In addition, the involved devices have to allocate additional memory,
computational resources, and energy to both communication and local training tasks, and the use of privacy-
preserving techniques makes this problem more challenging [26, 27]. In addition to latency and resource
constraints, communication overhead may also impact model convergence and accuracy. High overhead often
forces to decrease the number of communication rounds and/or to employ pattial client participation or
model compression strategies. These strategies reduce overhead but can lead to slow convergence or
approximation errors that degrade the quality of the learned model. Poor communication can hinder effective
aggregation when data are non-IID and heterogeneous [36, 32].

There is a large body of work focusing on different optimization techniques to reduce the communication
overhead in FL [37, 38]. One of the most popular ways is to use compression techniques to reduce the size
of the transmitted updates. Methods for quantization, sparsification, and gradient compression reduce the
amount of data sent between clients and the central server [39-41], while maintaining model performance at
a reasonable level by only transmitting the most relevant information or by expressing updates in a more
concise manner [42]. Other techniques have been explored such as pruning updates and only transmitting
changes between rounds [43-45].

Another research direction is to reduce the communication frequency rather than the size of transmitted data.
Clients are allowed to execute several local training iterations before transmitting updates to the central server,
which reduce the total number of communication rounds required for convergence [46]. Techniques such as
client selection and partial participation reduce the number of participating clients in each round, thus
reducing the total communication load [47, 48]. The asynchronous FL has been proposed to avoid
synchronization delays by allowing clients to communicate independently without waiting for other clients,

which is particularly useful in heterogeneous environments [49)].

Hybrid methods that combine compression with dynamic communication scheduling, or adaptive client
selection have also been investigated for further overhead reduction [50-52]. Hybrid methods aim at
improving the overall efficiency by combining complementary techniques to trade-off system performance
with accuracy and resource consumption.

4 | Compression techniques in FL

4.1 | Lossy Compression Methods

Lossy compression techniques in FL context are designed to reduce the size of transmitted model updates by
either by approximating less important information or removing them. These methods can lead to higher
compression rates by allowing a controlled loss of accuracy, which helps reduce communication overhead.
Among lossy compression methods used in FL, quantization, pruning, sparsification and knowledge
distillation are the most common techniques. Each one of them has its trade-offs between efficiency and
model accuracy.
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Quantization is one of the most popular methods used for compression. In FL, quantization reduces
the numbers of bits used to represent model weights or gradients prior to transmission, directly
decreasing communication costs. For example, [53] quantizes local updates under privacy constraints,
which blends lossy compression and privacy enhancements. In [54], the authors introduce a
quantization method for deep networks to reduce floating-point computation without compromising
user data security, showing that low-precision representations can also obtain accurate distributed
models. The Low Huffman-Coded Delta Quantization (LHDQ) [55] can quantize parameters at an
efficient rate of 5.3-bit per parameter. This method reduces the number of transmitted bits and
achieves faster convergence, with a minimal loss in accuracy. Work in [56] combines ternary
quantization and heuristic sparsification to compress updates while keeping critical information,
thereby reducing communication requirements in mobile and IoT environments.
More advanced quantization strategies have been proposed to improve performance and adaptability
in FL environments. [57] presented a multigrained quantization scheme that accounts for the
heterogeneous importance of model parameters, enabling more accurate reconstruction of low-
precision weights while preserving convergence guarantees. [58] proposed an adaptive gradient
quantization method that adjusts the quantization levels according to the importance of gradients,
thus improving communication efficiency while maintaining model accuracy. In [59], a randomized
quantization approach is introduced to combine privacy to the quantization process itself, which
improves the communication efficiency and data protection compared with traditional sequential
methods. [60] presented a layerwise adaptive quantization scheme based on both the dual bit
quantization and the differential privacy to significantly reduce the communication overhead while
protecting the model performance. These methods are part of a growing trend of adaptive and
privacy-aware quantization algorithms that improve the trade-off between compression efficiency,
accuracy and security in FL. [58] presents an adaptive gradient quantization method that adjusts the
quantization levels according to the importance of gradients, thus improving the communication
efficiency while preserving the model accuracy. In [59], a randomized quantization approach is
presented to combine the privacy to the quantization process itself, which improves both the
communication efficiency and the data protection compared with traditional sequential methods. [60]
introduced a layer-wise adaptive quantization scheme based on both the dual bit quantization and
the differential privacy to significantly reduce the communication overhead while preserving the
model performance. These methods are part of a growing trend of adaptive and privacy-aware
quantization algorithms that improve the trade-off between compression efficiency, accuracy and
security in FL.

Pruning is another common lossy compression technique in FL that reduces communication
overhead by setting less important model weights to zero or removing them. [43] proposed a layer-
adaptive method to assign pruning rates based on layer sensitivity and network depth, achieving up
to 68% reduction on the communication cost without much accuracy drop. [61] proposed an
adaptive pruning method over heterogeneous clients which is resource-efficient by adaptively
adjusting the pruning ratio according to the importance of model weights. [45] obtained sparse weight
representations by single-shot pruning to reduce the data transmission without loss of model
performance. [62] proposed a combination of adaptive pruning and system-aware optimization for
internet of vehicles applications, and show that well-designed pruning can improve convergence and
reduce training latency and communication overhead. [44] proposed a reinforcement learning-based
federated pruning framework, which can dynamically adjust the pruning rates across heterogeneous
devices and utilize sparse aggregation strategies. It can achieve higher model sparsity, accuracy and

convergence speed, and lower communication costs.

Knowledge distillation (KD) is a lossy compression technique that enables a smaller student model
to learn from a larger, well-trained teacher model. In FL, KD allows clients to share only the essential
knowledge of a model, rather than all of the weights, which reduces the communication overhead


file:///D:/Aya/master/paper/university%20paper/universityPaper1.docx%23_bookmark57

65 Hesham et al. | Int. j. Comp. Info. 11 (2026) 59-73

while maintaining the efficacy of learning. Classical KD methods enable clients to share compact
representations from a single teacher rather than the whole models [63, 64]. Adaptive and mutual
KD frameworks enable clients to collectively learn knowledge from multiple teachers or global
models. They can well solve the problems of model divergence, client heterogeneity, and non-I1D
data by adaptively adjusting the distillation process, which improves the convergence and robustness
of the model [65-67].

e Sparsification decreases the communication overhead by only sending the most significant updates
to the model, ignoring by that the weights with small magnitudes, thus reducing the volume of data
transmitted from clients to the server. A popular method is top-k sparsification where only the most
important updates are selected to be transmitted [68]. This approach combines sparsification with
the secure aggregation and differential privacy to ensure privacy while maintaining the effectiveness
of the FL model. [69] proposed a dynamic threshold-based sparsification method, in which the
sparsification threshold is dynamically generated to compress model updates. A compensation
mechanism is used to recover missing sparse updates, thus avoiding convergence bias caused by
information loss. [70] suggested a Communication-Efficient FL system by combining random
sparsification with an error-compensation mechanism, where only a randomly selected subset of the
gradient elements is transmitted and only the selected gradient elements are recompensated by locally
accumulated errors. [71] proposed a structural sparsification method with learnable thresholds per
filter, which enables clients to send a compact threshold vector instead of the whole model
parameters to reduce the overhead and allows each client to maintain a model adapted to its local
data.

In conclusion, lossy compression techniques can reduce the communication cost significantly and are an
essential part of Communication-Efficient FL. Accuracy is compromised but careful design and combination
of quantization, pruning, sparsification, and knowledge distillation can yield good results.

4.2 | Lossless Compression Methods

Lossless compression methods aim to reduce communication overhead in FL without any loss of information
from communicated model updates. Lossy methods modify or approximate gradients to reach high
compression ratios, while lossless methods ensure that the original data is perfectly recoverable at the receiver,
maintaining model performance. This property is especially useful when the overhead of the full precision
calculation is more important than aggressive reduction.

In practice, lossless compression is commonly applied in FL settings for gradients or parameter updates sent
over bandwidth-limited channels, with the aim of eliminating overhead while guaranteeing exact recovery.
Techniques based on entropy, such as Huffman coding or arithmetic coding, reduce the communication
overhead by assigning shorter codes to more frequent gradient values, and the effectiveness of these
techniques depends on the approximation of the distribution of the gradient. [72] showed that the statistical
behavior of the gradient entries can be better modeled by a generalized normal distribution, which allows
more efficient entropy coding, thus reducing the communication cost while preserving the integrity of the
transmitted information.

In general, lossless and lossy compression methods have a basic trade-off between efficiency of
communication and preservation of information. Lossy methods allow for much higher compression ratios
with controlled approximation errors, while lossless methods allow for exact reconstruction but with lower
compression gains. In recent work, lossless methods are rarely used on their own, but rather combined with
other compression strategies to improve both communication and model performance simultaneously. [73]
employs a combination of bidirectional dynamic quantization and bitmap-based lossless compression, which
can achieve compression rates up to 24.21X over FedAvg with a maximum accuracy degradation of less than
1.5%. [74] unified the two-stage lossy and lossless compression in one pipeline, and shows that the
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combination can obtain significant reduction in communication cost while maintaining the accuracy loss
below 0.5%.

Several important advantages are offered by lossless compression methods in FL systems. They are simple to
implement, do not require retraining the model and can provide stable performance for heterogeneous client
environments. They are therefore well suited for applications where high reliability and exact reproduction of
model updates are needed. However, due to the inherent compression ratio limit, they are less effective in
situations with extremely limited bandwidth. Hence, in recent FL systems, lossless methods are mainly
employed in hybrid compression frameworks, which combine lossy and lossless techniques to strike a better
balance between model performance and communication efficiency.

4.3 | Comparative Summary of Compression Methods

Table 1 present a comparative summary of the compression methods surveyed in this paper, organized by
Reference number, Year, Compression Technique, Communication Reduction, Accuracy Impact, Dataset(s),
Model Architecture, Privacy Aware, and Baseline Compared to.

Table 1. Comparative Summary of Compression Methods Used in Federated Learning to Reduce Communication

Overhead.
Ref Year =~ Compression | Communication  Accuracy Dataset(s) = Model Privacy = Baseline
Technique Reduction Impact Architecture = Aware Compare
dto
Quantization
2020 Learnable 4-bit vs 32-bit FL. ~ CIFAR-10: CIFAR-10 ResNet18, No 32-bit
quantization — bit-width ResNet18 PreActResNe FedAvg
(OQFL) reduction 91.6% (=FL t18,
[54] 91.73%); MobileNetV2
MobileNetV2 , VGG16
88.49% ;
VGG16 86.96%
2023 Joint vector Bits per round MNIST: 0.70— MNIST, Linear Yes FL,
quantization + | reduced from 0.84; CIFAR- CIFAR-10 regression, LDP FL+SDQ,
(53] (JoPEQ) ~107 to ~1.7%10% | 10: 0.68-0.71 MLP, CNN FL+Lap,
at R=1 FL+Lap+
SDQ,
MVU
2024  Delta 57.7% less TX LHDQ: 72% vs = CIFAR-10 CNN No 16-bit &
quantization + = time vs 16-bit; 32-bit: 74.1%, 32-bit FL.
[55] Huffman 18.5% fewer bits 16-bit: 73.9%
coding vs 32-bit (~2% drop)
(LHDQ)
2025 Multi-grained 85.11% comm. MNIST: MNIST, CNN, No FedAvg +
quantization; time reduction; 98.21%; CIFAR-10, = AlexNet, 7
81.71% TX load CIFAR-10: Fashion- LeNet baselines
reduction vs 44.01%; MNIST
[57] FedAvg Fashion-
MNIST:
72.89% (non-
1ID; best vs 7
baselines)
2025 Gradient faster convergence = High accuracy MNIST, CNN, No FedAvg,
(58] innovation in fewer rounds on all setting CIFAR-10 ResNet-20 FedQSG
quantization no exact reduction | outperforms D,
in % reported baselines } FedProx
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2025

2025

2025

2025

2024

2026

2025

Unified
randomized
quantization

Dual-bit
deterministic
quantization
(8-bit local /
2-bit TX)

Compressed
sensing +
ternary
quantization +
dual-threshold

sparsification

One-shot
Unstructured
Pruning
(SNIP) + CSR
Sparse
Compression
Adaptive
pruning +
vehicle
selection

(VFed-AMP)

Layer-adaptive
pruning

Dynamic per-
layer adaptive
pruning based
on weight

importance

Outperforms DP-
FedPAQ by
0.97%—-27.86%;
best gains under
non-11D

75%
communication
overhead
reduction; 30—
40% fewer
rounds; ~70%
energy savings vs
FedAvg

Up to 88.23%
upload and
87.26% download
reduction vs
FedAvg (MNIST);
79.74%/78.08%
on CIFAR-10

UCI-HAR: 0.97
GB vs FedAvg
4.65 GB (6=0.9)

75% uplink saving
vs CVFL; 21.3%
vs FedAvg
(MNIST); 1.8
faster training
(CIFAR-10)

68.3%
communication
reduction vs
FedAvg

25% avg.
reduction; >50%
on MNIST vs
FedAvg; 63%
FLOPs reduction
on MNIST

MNIST-CNN:
88.04%;
FMNIST-CNN:
80.03%;
CIFAR-10:
57.14% (e=8.0,
4-bit)

MNIST:
99.41%;
FMNIST:
91.06%;
CIFAR-10:
82.94%
(e=2.25)

Outperforms
baselines in
most settings;
slightly lags
SignSGD in
early non-11D
training F
Pruning
Competitive
with FedAvg;
stable across

configs I

MNIST:
94.85%;
BelgiumTS:
+13.4% vs
baselines;
CIFAR-10: 35%
at round 90
CIFAR-10:
88.7-92.9%;
MNIST: 96.4—
98.4%;
FMNIST: 86.8—
90.8%;
accuracy loss
<2%

MNIST:
98.33%;
CIFAR-10:
90.32%;
CIFAR-100:
75.52%; Tiny-
ImageNet:
58.33%

MNIST,
Fashion-
MNIST,
CIFAR-10,
FEMNIST

MNIST,
Fashion-
MNIST,
CIFAR-10

MNIST,
Fashion-
MNIST,
CIFAR-10

CIFAR-10,
UCI-HAR
(non-1ID)

MNIST,
CIFAR-10,
BelgiumTS
(non-11D)

CIFAR-10,
MNIST,
Fashion-
MNIST

MNIST,
FMNIST,
CIFAR-10,
CIFAR-
100,
SVHN,
Tiny-
ImageNet

T Exact accuracy values not reported by authors; results presented graphically only.

CNN, MLP

CNN

CNNI1,
CNN2,
LeNet-5+

AlexNet,
Simple CNN

CNN

ResNet-18,
CNN

CNN,
ResNet-18

Yes
LDP

Yes
RDP

No
implicit
encrypt-
ion

No

DP-
FedPAQ,
RQM

FedAvg,
SOTA
privacy
FL

FedAvg

FedAvg,
FedDLR

FedAvg,
PruneFL,
Random
Mask,
CVFL

FedAvg,
FedDST,
FedProx

FedAvg,
SOTA
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2024

2025

2025

2025

2026

2022

2023

2024

RL-based
dynamic
pruning(RBGP
)+ sparse
aggregation
(FedSA)

Top-k gradient
sparsification
+

Random
shared-index

sparsification

Dynamic
threshold
sparsification

(UD-DTS)

Structured
sparsification
via learnable
per-filter
threshold

gating (TFD)

Adaptive
mutual KD
(mentor<>men
tee) + SVD-
based dynamic
gradient
compression
Historical
global model
ensemble as
KD teacher
(FedGKD /
FedGKD-
VOTE)
Bidirectional
KD (global -
local); local
model as
implicit

gradient noise

FedSA improves outperforms CIFAR-10,
sparsity by up to baselines in MNIST,
18.9% vs baselines = accuracy & Fashion-
convergence MNIST
speed across all
datasets F
Sparsification
4.25%-6.75% Comparable to MNIST,
overhead Top-k CIFAR-10
reduction vs sparseSecAgg at
SecAgg; ~2X less €=5; matches
than Top-k Rand-k at e=1 }
sparseSecAgg
80% accuracy at Outperforms all =~ CIFAR-10,
4% of FedAvg's baselines on GTSRB
communication both IID and
cost non-11D
settings }
Reaches 70% acc. MNIST: MNIST,
by round 6 vs 88.13% Fashion-
17/15/13 for (FedAvg: MNIST
Top- 95.51%, Top-k:
k/CRM/EAM; 85.02%);
fastest FMNIST:
convergence 71.02%
(FedAvg:
80.08%)
0.93 MB/round vs = Accuracy: 0.918; = FaceForens
FedAvg 270 AUROC: 0.934;  ics++,
MB/round; F1: 0.896 (vs Celeb-DF
cumulative 194 FedAvg 0.932/  (IID)
MB vs 56.6 GBat = 0.943 /0.911)
200 rounds
Knowledge Distillation
Up to 94.89% MIND AUC: MIND,
comm. cost 71.0%; ADRF- = ADR,
reduction vs score: 60.7%; CADEC,
FedAvg NER CADEC:  ADE,
67.7%, ADE: SMM4H
87.4%
Reduces client CIFAR-10: CIFAR-10,
drift — fewer 73.06%; CIFAR-
effective rounds; CIFAR-100: 100, Tiny-
no extra uplink 37.29%; Tiny- ImageNet,
cost ImageNet: AG-News,
35.72%; AG SST-5
News: 89.60%
Implicit — no full =~ CIFAR-10: CIFAR-10,
model weights 94.2%/93.1%; FMNIST,
transmitted FMNIST: AG-News,
upstream 96.1%/95.0% SST2
(local/global)

VGG-19,
ResNet-18

CNN

ResNet-20

MLP, CNN

RQ+1)D-18

UnilLM-Base
(mentor),
UniLM

(mentee)

ResNet-8,
ResNet-50,
DistilBERT

ResNet-18,
VGG-16,
MobileNet,
DistilBERT

No

Yes
e-DP

SecAgg
masking

No

No

No

No

No

Yes
Gradien
t
privacy
(implicit
)

PruneFL,
PQSU

SecAgg,
Top-k
sparseSec

Agg,
Rand-k

FedAvg,
FLARE,
Top-K,
TopRand

FedAvg,
Top-k,
EAM,
CRM

FedAvg,
Local

baseline

FedAvg,
FetchSG
D,
FedDropo
ut,

FedPAQ

FedAvg,
FedProx,
SCAFFO
LD

FedMD,
FedAvg,
FedProx
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2025 = KD 92.4% comm. 99% accuracy & = WSN-DS, TinyML Yes FedAvg
transmitting reduction vs Fl-score (binary =~ UNSW- student + SMPC
only encrypted = FedAvg & multi-class) NB15 central
soft-labels; teacher
SMPC
protection

2025 Mutual KD + 4.89x-28.45% Fashion- Fashion- Custom No FedMD,
dynamic local compression vs MNIST: MNIST, CNN, Fed-
rounds + FedMD; 4.34x 90.95% CIFAR- ResNet50/10 MKDFW
adaptive convergence (=0.47%); 100, Mini- 1/18
distillation speedup CIFAR-100: ImageNet
weighting; 69.48-75.13%;
student-only Mini-ImageNet:
uplink 67.96%

Lossless Compression

2022 Gradient Outperforms No accuracy CIFAR-10 DenseNet121 =~ No Norm+H

Quantization Norm+Huffman degradation s uffman,
+ and LZ78 in from lossless ResNet50V2, LZ778
Lossless compression ratio | step; NASNetMob
Compression across all layers ResNet50V2 ile
~0.65-0.75
(CIFAR-10,
epoch 100)

2024 | SZ2lossy 5.55-12.61% Within 0.5% of =~ CIFAR-10, = AlexNet, No Uncompr
(weights) + comptession at uncompressed Fashion- MobileNetV2 essed FL
blosc-1z REL=107% at REL=107% MNIST, , ResNet50
lossless 13.26X comm. AlexNet Caltech101
(metadata); time reduction at CIFAR-10:

EBLC pipeline = 10Mbps 57.90%

2025 Bidirectional 24.21X compression = MNIST: MNIST, LeNet-5, No FedAvg,
dynamic vs FedAvg; 12.87x 99.14%/97.98%; CIFAR-10 ResNet-18 FedDQ
quantization + vs FedDQ; compute = CIFAR-10: (11D &
bitmap lossless time <2X FedAvg 84.18%/83.57% Non-IID)

compression

(FedBDQB)

(IID/Non-1ID);
drop <1.5%

Main observation of Table 1 An overview of these researches shows that compression techniques are a most
common and varied approach to reduce communication overhead in FL, with different categories addressing
the problem from different perspectives. Quantization reduces the number of bits used to represent model
updates; sparsification only transmits the most significant gradient values; pruning removes less important
weights before transmission; knowledge distillation replaces full weight vectors with compact knowledge
representations; and lossless compression encodes updates more efficiently without any information loss.
However, despite this variety, there is a consistent trade-off between compression ratio and model accuracy
across all categories. Quantization and sparsification methods generally achieve the largest communication
reduction. Some methods report more than 80% reduction in communication overhead, but often with a
measurable accuracy degradation, particularly in the presence of non-IID data distributions. Although pruning
offers a compromise with weight selection based on importance, knowledge distillation adds extra training
complexity at the cost of architectural flexibility. Lossless compression achieves more modest gains and is
most effective when combined with lossy methods in a hybrid pipeline.

4| Conclusion

This survey has considered communication overhead as one of the important practical batriers for deploying
FL at scale. It has surveyed 25 studies on compression techniques presented to tackle this issue. The survey
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first introduced the fundamentals of FL to set the context, then discussed the sources and effects of
communication overhead, and finally reviewed the compression techniques under two strategies: lossy
compression including quantization, pruning, sparsification, and knowledge distillation, and lossless
compression. These approaches together constitute the main methods used so far by the FL. community to
reduce the amount and rounds of data transmitted between clients and the central server, while carefully

balancing the trade-off between communication efficiency and model accuracy.

The review shows that each category offers a different perspective on the problem. Quantization has
advanced from fixed low-bit schemes to adaptive, layer-wise and privacy-aware variants. Pruning removes
unimportant weights before transmission. Recent approaches combine reinforcement learning and
importance-based adaptation to obtain high sparsity with low accuracy degradation. Sparsification only
transmits the most important gradient updates and can significantly compress the transmitted data when
combined with error-compensation and privacy guarantees. Knowledge distillation transfers compact
knowledge representations, instead of the full weight vectors, which makes it more feasible for heterogeneous
clients to collaborate efficiently under non-1ID data. Lossless compression provides exact reconstruction, but
more modest gains, and is becoming more common in hybrid pipelines with lossy methods. The best solutions
are those that consider the model, the data and the deployment environment instead of applying a fixed
strategy for all. The comparative analysis shows that no one technique can be considered as the best, as the

selection depends on the constraints and requirements of the specific system.

Several challenges are still open. Many of the methods reviewed are evaluated under idealized or relatively-
controlled conditions, and their performance under highly heterogeneous real-world network environments
is less well characterized. The interaction of compression with privacy-preserving mechanisms such as
differential privacy and secure aggregation requires further investigation. Aggressive compression may disrupt
the noise calibration and security guarantees of these protocols. Moreover, the majority of the surveyed works
are dealing with a single compression category separately. Hybrid approaches, combining complementary
techniques within a single framework, are still under-explored and constitute a promising way to reach higher
communication savings with a limited accuracy loss. It is expected that the systematic organization and the
comparative study provided in this survey can serve as a useful reference for the researchers working on the
Communication-Efficient FL and the identified gaps can help to direct the future work to more robust,
adaptive and practical deployable solutions.
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